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THE NEW CYBER RESILIENCE ACT

Perspectives from conformity assessment
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SCOPE and OBIJECTIVES

WHO? Manufacturers, importers, and distributors (Article 10) of ...

... all products placed on the internal market of the EU (Article 7) with
“digital elements whose intended or reasonably foreseeable use includes

WHAT? : A ) : : :
a direct or indirect logical or physical data connection to a device or
network” (Article 2)....
... must design them in line with “essential cybersecurity requirements”
HOW? (Section 1, Annex 1) and manage any vulnerabilities throughout their

lifecycle (Section 2, Annex T) which is verified by means of a conformity
assessment procedure (Article 6).

To create a cyber-resilient EU market and to raise consumer awareness of

S
2eljzadii the cyber risks they face in terms of security, safety and privacy.
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INTERPLAY WITH OTHER LEGISLATION AND
CONCEPTS

Existing
standards
Proposal for (global and
an Artificial regional)
Intelligence
Act

Delegated Act
of the Radio
Equipment
Directive
(2021)
Cybersecurity
Act (2019)

Product
legislation

Machinery
regulation
and NLF (2023)
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OBLIGATION OF MANUFACTURERS

Assessment of the risks associated with a product
Ex-post mechanism by ‘national i
market surveillance authorities’ |
(fines) l

(1) Product-related essential requirements (Annex |, Section 1)
(2) Vulnerability handling essential requirements (Annex 1, Section 2)
(3) Technical file, including information and instructions for use (Annex Il + V)

Conformity assessment, CE marking, EU Declaration of Conformity (Annex IV)]

fronmm PO et —_—

< g | | Continued compliance with vulnerability handling essential requirements +
Preventive mechanism | throughout the product life time (Annex |, Section 2)

Design and Maintenance phase
development (5 years or across product lifetime,

phase whichever is shorter)

Obligation to report to ENISA within 24 hours:

Reporting
(1) exploited vulnerabilities obligations
(2) incidents having an impact on the security of the product to continue
8
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PRODUCT CLASSIFICATION

What's in the CRA?

Following the NLF framework and so-called risk-based approach, the CRA establishes different
levels of criticality (Article 6). The checks and verification mechanisms to which a product is
subject depend on the degree of criticality.

The CRA splits into 4 categories:

Default category Class | products Class Il product Highly critical products
Products “without “Lower” level of “Higher” level of risk Related to NIS2 or
critical cybersecurity risk resilience of the overall
vulnerabilities” supply chain
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COMPLIANCE MECHANISMS

Conformity assessment performed — Article 24

Essential requirements: (Annex | Sections 1 and 2)

Article 24 (4)
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Class Il EHR systems
1
|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

v

Annex Il: Module A Annex lll: Module B+C (with NB) conformity assessment procedure as
or or required by
Annex lll: Module B+C (with NB) Annex IV: Module H (with NB) € ————— J Regulation [Chapter lll of the
or European Health Data Space
Annex IV: Module H (with NB) Regulation]
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TRENDS IN CONFORMITY ASSESSMENT

Conformity
assessment of

Certification digital products vs.

ecosystem Conformity
assessment with

digital
technologies
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